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Antelope Virtualization
History

 Most new Antelope instances
installed by Kinemetrics are
virtual nowadays.

e Trend to virtualize existing
installations.

* Primarily on shared private
hardware.

* VMware vSphere most
popular but others emerging
(Proxmox, Nutanix, Xen, etc.).

* Next logical step:

Antelope in the Cloud
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Antelope Cloud Processing @

Motivations

* Reliable infrastructure
 LowTCO
* Availability

* Growing market
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Antelope Cloud Demo (s )

Objective

* Livedemo

e Fully operational

* Real-time data processing

* Accessible from the Internet
 Low bandwidth requirement

e Secure
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Antelope Cloud Demo @

Virtual Hardware Specifications

® - smr— rt@antelope:~ — ssh rt@antelope.kinemetrics.com — 80x25
(SRRRRRERRRRR AR 50.6%] Tasks: 190, 636 thr; 2 running
g Amazon EC2 CULLLITLIEL 35.1%] Load average: 3.05 2.20 1.68
(SRERRRERRRRRRERE 48.4%] Uptime: 9 days, ©8:18:08
CLULELLEELTEL 37.7%]
. . CEUPRELERERLEEnIi19.176/15.561

* Region: Oregon q 16.24/4.006]

e EC2instance type: md.xla rge polkitd 20 © 6@5M 18068 4812 S 9.8 ©.1 11:31.73 /usr/lib/pol
rt 20 @ 8188M 550M 382M S 6.5 3.5 2:26. /opt/antelop
rt 20 @ 3749M 264M 56964 S 5.9 1.7 4:08.64 /usr/bin/gno

M4 I I X E5 setrouble 20 © 374M 66328 11544 S 5.9 0.4 0:00.09 /usr/bin/pyt

) f— rt 20 @ 460M 97592 6076 S 3.3 0.6 6h30:18 /opt/antelop
nte eon rt 20 @ 1194 2520 1496 R 3.3 0.0 0:00.47 htop

dbus 20 @ 70076 3828 1888 S 2.6 0.0 6:12.60 /usr/bin/dbu

4 CPU 16GB RAM root 20 @ 387M 4564 3224 S 2.0 0.0 2:22.54 /usr/libexec

[ ] rt 20 @ 412M 112M 7748 S 2.0 0.7 1h44:33 /opt/antelop

\ ’ root 20 @ 176M 21792 5344 S 2.0 0.1 0:24.29 /usr/sbin/xr

polkitd 20 @ 605M 18068 4812 S 2.0 0.1 3:10.58 /usr/lib/pol

rt 20 @ 273M 13264 6736 S 2.0 0.1 1:02.86 /opt/antelop

° Balanced root 20 g 387M 4564 3224 g i : g g 1: 22.79 /usr/libexec

6 orb2ringserv

5736 528
-Fz-Fs-F_Fs-Fb-F7-F8-F9 F1e

 No traditional text or GUI console
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Antelope Cloud Demo o

Software Specifications

2

smr — rt@antelope:~ — ssh rt@antelope.kinemetrics.com — 80x25

* Operating system: CentOS 7 x86_64 ®

CLUEEEREEEErrrrnl 50.6%] Tasks: 190, 636 thr; 2 running
° H . (SRERRRERERY 35.1%] Load average: 3.05 2.20 1.68
Installation method: AMI HVM Hi i R e i
CLULELLEELTEL 37.7%]
. CEUPRELERERLEEnIi19.176/15.561

* Amazon Machine Image { 18.2M/4.000)

e Hardware Virtual Machine polkitd 28 © 605M 15068 4812 S 9.8 ©.1 11:31.73 /usr/lib/pol
rt 20 @ 8188M 550M 382M S 6.5 3.5 2:26. /opt/antelop
rt 20 @ 3749M 264M 56964 S 5.9 1.7 4:08.64 /usr/bin/gno

° . setrouble 20 © 374M 66328 11544 S 5.9 0.4 0:00.09 /usr/bin/pyt
RemOte aCCess methOdS rt 20 @ 46BM 97592 6076 S 3.3 0.6 6h30:18 /opt/antelop

rt 20 @ 1194 2520 1496 R 3.3 0.0 0:00.47 htop
dbus 20 @ 70076 3828 1888 S 2.6 0.0 6:12.60 /usr/bin/dbu

e SSH root 20 @ 387M 4564 3224 S 2.0 0.0 2:22.54 /usr/libexec
rt 20 @ 412M 112M 7748 S 2.0 0.7 1h44:33 /opt/antelop
root 20 @ 176M 21792 5344 S 2.0 0.1 0:24.29 /usr/sbin/xr
polkitd 20 ® 605M 18068 4812 S 2.0 0.1 3:10.58 /usr/lib/pol

* Remote Desktop (RDP) e 2 @ 279 19264 6736 S 2.0 6.1 1:02.86 /opt/antelop
root 20 [’} 387M 4564 322L S 1.3 0.0 1 22.79 /usr/libexec

] 5736 528 S 1.3 0.0 6 orb2ringserv

e HTTP -FZ-F3-F_F5-F6-F7-F8-F9 F10
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Amazon Cloud o

Overview & Glossar .
/ https://www.infrastructure.aws

e AWS = Amazon Web Services y

* EC2 = Elastic Cloud 2 4
* Instance = Virtual Machine

« AMI = Amazon Machine Image

 HVM = Hardware Virtual Machine (Xen)

* Region = Geographical region

e Availability Zones = Datacenters

Amazon Virtualization is
based on the Xen Hypervisor but
recently moving to KVM
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Overview & (

aWws
\/7
AWS = DISCOVER
EC2 = HOW WE DO IT
InstancEEs
AMI = A ’ Global Infrastructure
HVM =
Reg i O n Availability Zones

Points of Presence

| Network

Custom Hardware

Benefits

ooo::EE‘b°°'......'.'0... --'.............oo.m

..,moﬁ"'.. ®
Key“ L)

# | Display a menu
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AWS Management Console o

Installation and Management

[ ] ® < > M # us-west-2.console.aws.amazon.com ] (4] () (w)

AWS Management Console + |

* Not a system console W5 Serices - Resource Grows 3
(terminal) in the
common sense

* Web based s s e e

* Solution driven - ———

You can enter names, keywords Of aCronyms. Console using the AWS

 Wizards T

AWS Management Console

P All services

Explore AWS

Build a solution Amazon Redshift

Vi !
Get started with simple wizards and automated workflows. Fast, si , cost-effective data

that can extend queries to your data
take. Learn more [7)

Launch 3 virtual machine  Build 2 web app Build using virtual servers Connect an loT device
With EC2 With Elastic Beanstalk With Lightsail With AWS loT
2-3 minutes 6 minutes 1-2 minutes 5 minutes Run Serverless Containers with AWS

Fargate

L{:}-] @ '@ @ AWS Fargate runs and scales your

containers without having to manage

Display a menu servers or clusters. Learn more [7]
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Installation @

Operating System selection

e < (il # us-west-2.console.aws.amazon.com ¢ (4] th (5]
Launch instance wizard | EC2 Management Console +
Services v  Resource Groups v % Q
1.Choose AMI  2.Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags
. . Step 1: Choose an Amazon Machine Image (AMI) \nos). md Exit

e Virtual Machine Image

Quick Start (0) 1to10f 1 AMIs
°

Rea d y to start My AMis (1) 9 CentOS Linux 7 x86_64 HVM EBS
b 1801_01-b7ee8a69-ee97-4a49-9¢68-

AWS Marketplace (203) afaee216db2e-ami-0a537770.4 - ami- 64-bit (x86)
° RHEL7 or CentOS7 a042f4d8

I L R CentOS Linux 7 x86_64 HVM EBS 1801_01
Y No tradltlonal Insta”atlon S o Root device type: ebs  Virtuaiization type: hvm

p Owner: 679593333241  ENA Enabled: No
Owned by me
° 1 Shared with me
N O conso | e G U I or te rmina | The following results for "CentOS" were found in other catalogs:
¥ Architecture
e 203 results in AWS Marketolace
@ Feedback (@ English (US) Privacy Policy ~ Terms of Use

Display a menu
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Installation

Instance Type selection

* Hundreds of instances types

 For different workloads in

* 5 Groups

General Purpose
Memory Optimized
Accelerated Computing
Storage Optimized

e Differ by

Processor type
# vCPUs
Memory
1/0 bandwidth

Advancement Through Innovation | Company Proprietary

e <« in} @ us-west-2.console.aws.amazon.com () o t (o)

Launch instance wizard | EC2 Management Console ] +

Services v Resource Groups v * [ Kinemetrics ~ Oregon ~ Support ~

1.Choose AMI 2, Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 2: Choose an Instance Type

Amazon EC2 provides a wide jon of i types op d to fit different use cases. Instances are virtual servers that can run applications. They
have varying combinations of CPU, memory, storage, and networking capacity, and give you the flexibility to choose the appropriate mix of resources for
your applications. Learn more about instance types and how they can meet your computing needs.

Filter by:  All instance types v Current g i v  Sh ide C

Currently selected: md.xlarge (13 ECUs, 4 vCPUs, 2.4 GHz, Intel Xeon E5-2676v3, 16 GiB memory, EBS only)

Family = Type v vCPUs i - Clock Speed - y(GiB) - i)~
General purpose t2.nano 1 2.4 GHz 0.5 Low to Moderate
General purpose gmicio 1 2.5 GHz 1 Low to Moderate
General purpose t2.small 1 2.5 GHz 2 Low to Moderate
General purpose t2.medium 2 2.3 GHz 4 Low to Moderate
General purpose 12 large 2 2.3 GHz 8 Low to Moderate

Cancel  Previous Review and Launch Next: Configure Instance Details

z:k @ English (US) Amazon W t Privacy Policy ~ Terms of Use
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Installation

Instance Type selection

e M4 =Balanced performance

e Upto64vCPU & 256G Mem

e Similar to proven hardware
used by Kinemetrics

e Reasonable pricing

Advancement Through Innovation | Company Proprietary

General Purpose

Al T3

T2

M5

M4

M4 instances provide a balance of compute, memory, and network resources, and it is a good choice for many applications.

Features:

o 2.3 GHz Intel Xeon® E5-2686 v4 (Broadwell) processors or 2.4 GHz Intel Xeon® E5-2676 v3 (Haswell) processors

o EBS-optimized by default at no additional cost

o Support for Enhanced Networking

o Balance of compute, memory, and network resources

Model

md4.large

m4 xlarge
m4.2xlarge
md.4xlarge
m4.10xlarge

m4.16xlarge

vCPU*

16

40

64

Mem (GiB)

16

32

160

256

Storage

EBS-only
EBS-only
EBS-only
EBS-only
EBS-only

EBS-only

Dedicated EBS
Bandwidth (Mbps)

450
750
1,000
2,000
4,000

10,000

Network Performance

Moderate
High

High

High

10 Gigabit

25 Gigabit

KINEMETRICS



Installation

Instance Type selection

e M4 =Balanced performance

e Upto64vCPU & 256G Mem

e Similar to proven hardware
used by Kinemetrics

e Reasonable pricing
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Gen?-'—" Darenacs

Al

M4 ir

Featy

o 2.3

o EB

o Ba

Mo

m4.

m4.

m4.

m4.]

m4.

m4.

G )|B netp st kmiosscom/zsb O - © || A 24805S: Host screens frefr. % | |

Antelope Cloud Demo: CPU load

MM(""

= me g max
I Processer oad (1 min average per core)  [avg] 02422 0 04435 956
B Processer load (3 mn average per cored  (avg] 02086 00073 04429 794
B Processcr koad (15 min avwage pwr core)  {avg] 02308 00275 0443 29

© Trgger: Frocessor oad i too high on Antelope Cioud Demo [ 5]

Antelope Oloud Demo: Memory usage

e me ) max
W Aabibe memory  (avg] 1068G8 6485 M8 309GE 145G

Antelope Ooud Demo: Number of processes

st min o avg  max
B Number of processes  [a1]  276.25 160 27037 606

Zasb 407

[
3 s

~
Antelope Cloud Demo: CPU utilization
100%
N
wn
” w0n
'
0%
on
st o
8 CPU idhe time [wg] 9000 % 0%
B CPU user teme {wvg] T2% 206%
WM system time  [avg) 263% 05N
B CPU owat tme {avg] 00077 % os
8 CPU nice time {wvg] 0.00095 % on
W CPU mterTupt tme  [avg) o on
Bcv Ume {ovy] 004 % os
B CPU stesl trme (%] 0.04 % o
Antelope Cloud Demo:
poce  [avg]
Antelope Cloud Demo: Number of running processes
20
i
1
st min g max
W Number of running processes (M) 1 1198 19
o v
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AWS Management Console 15

Instances
[>] ® < il # us-west-2.console.aws.amazon.com & (4] M a
Instances | EC2 Management Console e o
aws, Services ~ Resource Groups v * [\  Kinemetrics ¥  Oregon ¥  Support ~
Launch Instance Connect  Actions v
A O # 0
Events
Tags il © 1to1of1
Reports
P @ Name ~ InstancelD + Instance Type - Availability Zone - Instance State - Status Checks ~ Alarm Status Public DNS (IPv4)
Limits
telope De i-09358a6b8e... md4.xlarge us-west-2c runnin ecks pa lone & ©c2-54-70-42-80.us-we...
@ An Dero8 i g 9o ing & 272ch ssed N 1
Instances
Launch Templates
Spot Requests
Reserved Instances
Dedicated Hosts
Scheduled Instances
Instance: | i-09358a6b8ed0d7d19 (Antelope Demo)  Elastic IP: 54.70.42.80 _ Nl

Capacity Reservations

= IMA Description Status Checks Monitoring Tags Usage Instructions
AMIs )

Instance ID  i-09358a6b8ed0d7d19 Public DNS (IPv4)  ec2-54-70-42-80.us-west-

Bundle Tasks 2 romnita amazanaws com

ck @ English (US) : v i I 3 Privacy Policy ~ Terms of Use
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AWS Management Console

Elastic IP
® ® < @ @& us-west-2.console.aws.amazon.com (] (4] 4] (w]
Elastic IPs | EC2 Management Console -
aWS, Services v Resource Groups v * [l  Kinemetics v Oregon ¥  Support v
PULLEI R EELLICEL  Actions v
o % 0
Events
Tags « 1Q 1to1of1
Reports
P [ ] Name ~ Elastic IP ~  Allocation ID Instance Private IP address + Scope - Association ID v
Limits
@ Antelope 54.70.42.80 eipalloc-0f7dcb95b60650cda i-09358a6b8ed0d7d19 172.31.3.58 vpc eipassoc-0692f3b4d052b5a5
Instances Address: 54.70.42.80 _N_ N
Launch Templates
Spot Requests Description Tags
Reserved Instances
g ElasticIP  54.70.42.80 Allocation ID eipalloc-0f7dcb95b60650cda
Dedicated Hosts
Address Pool amazon Instance  i-09358a6b8ed0d7d19

Scheduled Instances Private IP address  172.31.3.58 Scope  vpc
Capacity Reservations Association ID  eipassoc-06f92f3b4d052b5a5 Public DNS  ec2-54-70-42-80.us-west-

Network interface ID
AMis

Bundle Tasks

CEDINE o< @ Engish (uS)

Advancement Through Innovation | Company Proprietary

eni-0f15e1745f0a8103a

Network interface owner

2.compute.amazonaws.com
494951114966

Terms of Use

ivacy Policy

KINEMETRICS



AWS Management Console
Elastic IP

Private IP = configured on VM
Elastic IP = Assigned Public IP
Needed for Antelope IP license
One Elastic IP / Instance = included

No need for ald_proxy
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@ ® < M # us-west-2.console.aws.amazon.cor
Elastic IPs | EC2 Management Console
aWS Services v Resource Groups v *

EC2 Dashboard

Allocate new address Actions v

Events
Tags P Q
Reports

™ Name ~ ElasticlP « Allocation ID ~ Instance
Limits

@ Antelope 54.70.42.80 eipalloc-0f7dcb95b60650cda i-09358a6k
Instances

Address: 54.70.42.80
Launch Templates

Spot Requests Description Tags

Reserved Instances
Elastic IP  54.70.42.80
Address Pool amazon
Private IP address  172.31.3.58
Capacity Reservations Association ID  eipassoc-06f92f3b4d052b5a5

Dedicated Hosts

Scheduled Instances

Network interface ID  eni-0f15e1745f0a8103a
AMis

Bundle Tasks

CEDEIT < @ Enoish (US)
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Antelope Cloud Demo o

Antelope Real-time Systems

oL ® < fin) « antelope kinemetrics com v 0 b g

e Started June 21, 2018

* Installed Antelope 5.8
e GSN Demo
* ANZA Demo
* Running automatically
e Daily reports
° rtsys

°* rtreport

Display a menu Romer

* Upgraded to 5.9 in May 2019
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Antelope Cloud Demo

Remote Access

* Remote desktop (RDP protocol)

e Based on xrdp from EPEL7

* C(Clients for Windows, Mac & Linux
 HTTP frontend Guacamole

* Official Kinemetrics DNS name

*  Only using HTTPS

e Official certificate from DigiCert

Advancement Through Innovation | Company Proprietary

G :v'/////}‘rl/f'

@ ® <|> @ antelope.kinemetrics.com

Display a menu

Antelope

in]

& antelope kinemetrics.com

Antelope Demo

KINEMETRICS

ANTELOPE DEMO

antelope.kinemetrics.com BN | ...
Issued by: DigiCert SHA2 Secure Sé
Expires: Thursday, April 15, 2021 at
@ This certificate is valid
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Antelope Cloud Demo

Guacamole

* Apache Guacamole

 (Clientless

remote desktop gateway

* HTMLS web application

e Support for
VNC, RDP and SSH

Advancement Through Innovation | Company Proprietary

Text copied/cut within Guacamole will appear here, Changes to the
text below will affect the remote clipboard.

This s text on the clipboard for copy & paste|

Input method
© None

No input method is used. Keyboard input is accepted from a
‘connected, physical keyboard.

@ antelope kinemetrics.com

Amslope

(<)

Fle £t Vew Search Termed Melp

1
[r1gantetope gials s -1

[
[rtaentelope

“1% <o ¢

o2t
x4t
17t rt 14813 May 28 10:30 dblocsat2.eut

K. 3Tt rt 268 May 6 09:35 dbmaster

artrt

tdeso/gan

163 May 6 09:42 bin
4096 May 6 09:51 b

204 May 6 0935 desc
27 May 6 09,37 idserver
4996 May 29 01105 logs

9986 May 6 09135 OPERATIONS
7 or

165 My 6
4096 May 6 1

4307 May 0 09

2243 may 27 1

0:2) pf

35 meAome
5532 rresec.pt
+3

27 May 6 09:37 relog

166 My 6 3.

138 May 29 05:30

164 May 0 1

5130 state
0:28 webstems

9nls traceview db/gsn

iy
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Antelope Cloud Demo
Virtual Desktop

& antelope kinemetrics.com (v L] th a

e GNOME Desktop | fovin

W Agplications  Places  Termial

e Custom Icons

rtantelope:gsn

Fle Edt View Sewch Terminal Help
[rtgantelope ~1$ cd rtdeso/gsn
[rt@antelope gsnls s

May

ddlocsat. out
dbsaster

OPERATIONS
ord

of

README
rtexec.pt

Srwxrxe

A -x y 6 1
[rtgantelope gsn)s traceview db/gsn
[rtdantelope gsn)s [}
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Antelope Cloud Demo o

Automatic processing

®re < in} # antelope.kinemetrics.com ¢ (4] t (]

Antelope gt

& Applications  Places  ddevents

Gu Usage (4 cpun)

Display a menu Beverts 14
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Antelope Cloud Demo o

Automatic processing

e < 0} & antelope.kinemetrics.com 5 (4] (1] a

Antelope

traceview db/gsn = B%

Command Console

201914607970 215

2019146074113 555, 8.00 mwp, 117.9. ANDEAN SOUT! RICA, OUDDAMPAD, $e3-5272088, 0S-EITISED. D385, POM=0

acevwew @Gy 1/4

Advancement Through Innovation | Company Proprietary KINEMETRICS



Cost control

Planning

e Simple Monthly Calculator
* Estimate for operational cost
* On-demand pricing

e Reserved instances

Advancement Through Innovation | Company Proprietary

i
mazol

n
webservices" STMPLE MONTHLY CALCULATOR

Cheone ruglon; |Lrie: Sk

1o mace wak-acal

m mazen Bassc Comoute Cloud {amazen EC21 1. web service
. mlo oy il gy ke e

joud.
B Bick Store [£88

(© Amazss £C3 On-Demend lastancus:

e des parastent S10-938 1 Amaton EC3 narces

Josape enesning
ol 1| Hearatiorts |

| Awes pre Elastic 181
Numbar of Beesc [Fs

Blaatic 17 Nen-attached Time:
Number of Bazic [ Remeos:
Amazon EC2 Banduidis:
Duta Trarafer In:
Dats Transter Out
Regiznal Cata Transfuc:

Pubiic 1P/Bastic [# Data Trarefer:

Elastic Lond Balancieg:
Mumbar of Bastc L2s:

Total Data Frocessad by a¥ L85

s M

Trasiirss ¥

aeveet ¥
Gaveen ¥
oBven v

Gaven %

[cemen ¥

Extimate of Your Monthly sl

Amazan 623 U

Amazan 52 0y

Amazon 53 U2

& Amazon EC2 Service (US Region)
15 Amazon EC2 Service (Ewape
Reglor

5 Amazon 53 Service {US Region)

5 Amazon 53 Service (Eerepe
Region)

5 Assazon VRC Service

5 Amazan SimpleD® Service (US
Reglon)

& Amazon SimpleD® Service
(Europe Region)

Tetal Monthly Paymeenti
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Cost control @

Operational costs

[ N ) im] @ console.aws.amazon.com (o) (4] th (=)

« AWS Cost Explorer | - con o "

Services v Resource Groups ~ *

@J AWS Cost Management

e Current cost

A m
Month-to-date costs Forecasted month end costs
; Q
[ ] 0, 0,
Monthly/DaIIy COSt ‘ $13010 Overlas?m?)nﬁ: $161'17 Ovs:la:m?mf:\
° H isto ry * Daily unblended costs ($) @ Explore costs
o= 8
A2
* Trend/Forecast ® s
6
2
0 || || || |||||||| ||”||||||||
A Apr-01 Apr-06 Apr-11 Apr-16 Apr21 Apr-26 May-01"May-06'May-11"May-16"May-21'May-26"
Display a menu
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Antelope Cloud Processing

Security

* AWS security measures

* EC2 Security Groups

* Linux firewalled

e SELinux (Security Enhanced Linux)
e Secure SSL configuration

e Software updates!

* Open Source Tripwire®

* Monitoring (Zabbix)

e SSH Public Key Authentication

Advancement Through Innovation | Company Proprietary

A, o

SELinux

Security Group: $0-08148736057839¢7

Description  Wbound  Ouibound T

EESIETD < @ Englen (US)

A O e 0

(2] 1106016

404951114966 Pusic SSH and ROP access

e wotisarver rusning on port 000

5 404951114366 Getaul VPC securty ovp

LJ_1-]

Greup description  Datoult WTTP and

KINEMETRICS



Antelope Cloud Processing (27

Challenges

e Credit Card required

* Cost control

* Network bandwidth

e Resource hungry GUI

e Traditional storage model
* Remote access integration
* Security

smr:~ smr$ ssh root@antelope kinemetrics.com

Last failed login: 6 _12:22:58 UTC 2019 from 218.92.0.209 on ssh:notty
There we 'nce the last successful login.

Last logln Mon May Z© 6 2019 from 213-225-1-165.nat.highway.al.net
[rootRantelope ~1# I
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Antelope Cloud Processing o

Questions

ene < 18] & antelope.kinemetrics.com s o t )
Antelope ot
© Applications.  Places  Terminl © = MouSs & WO

file View Windows

nt@antelope:~

sesss  savssss

#e0n & snsee  wessnss

Display a menu Arza processing dem Deverty Devects W Garteope - 1/4
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Antelope Cloud Demo

Links and References

* Antelope Cloud Demo

*  Amazone Web Services (AWS)
* xrdp

* Apache Guacamole

e Zabbix

* Open Source Tripwire
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https://antelope.kinemetrics.com

https://aws.amazon.com

http://www.xrdp.org

http://guacamole.apache.org

https://www.zabbix.com

https://github.com/Tripwire/tripwire-open-source

KINEMETRICS


https://antelope.kinemetrics.com/
https://aws.amazon.com/
http://www.xrdp.org/
http://guacamole.apache.org/
https://www.zabbix.com/
https://github.com/Tripwire/tripwire-open-source

